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Hp?\ica’rion Lager

* nefwork uyp\ica—\ions

* Sotia) wetwork, VolP, gawes, Sieaming , P2P file tharing, text,
web , real-Hme (.on(—‘em\ci:\%

* dient-Server, peer-to- peer

* network core devices: do nox run  user opps

(tient-Server ?amdigm

“— Server @
a\wouas on
‘ Yefmanen’r 1P oddress

— (LenY
+ shohc / d&nam'lc I? address }
© tovtnct  Sevverg | noY clients @

* ATIP, IMRP, FTP



Peer—to-Peer Architecture

>

i
° Nno QlVOD.ﬂS'On server

end tysteme communicare  Carlidvary)

peert act os ‘ot clientt and v

servers @

* Self- scalabili-hﬁ-. new users lofing @
wpacity and demands

peers inhrmiir\-en\&b tonnecred and dmnﬁe P oddvesges

. E;ers vequest service from  o¥ners peort  and  provide terviee
other peers

o e_b-. S\cﬂ?e, 2P Lile sharina

Process  (ommuniating
v,

Proamm mnnif& on o host

" two processes on tame host:
mavw.ﬁu\ bt) oS

- olferent woths: sewd) receive mestapec ocross network

- dient procest: process taat Inthates  communicakion
Seyvex Pprocess: procecs wui+u\0 t ‘be lLontacted



Sockets

© procestes send | feceive wessages from  sockels  Ctoffom
rongport lager)

am\oaous to doors

one socket on eathh tide Celient, sevver)

applicatiol

Cprocess >

1

/ socket \

application

Cprocess ) T

Internet

4

controlled by
app developer

controlled

by OS
' \

«”

+ nverface bedween aw\imﬁm \moer‘ ond '\MMP‘Y-\’ \mﬁer

process sendl
address)

% mestage has an denbfier (21-wr \P

many processes on  Same hotky hotr 1P address  nok
wificient

eadh process hat o pevk vumber

« HTTP server: 8o

mail

sevver: Qs



Ppplication Layer Protoco|

rmwtex-\- , Tesponse

message Fields
. meaning of field infermation
. how Yprocesses  send receive Mecsanes
. defined in RFCs CReguest fof lommente),

cototol  definiHn
- eq: HTTP, s™MTp

SY*A?&

va\g?m— Setvices

100/- rcliab\'\i’% on AvonsacHems, {—’i\es-, videos,
oundio do not \“&VL'H'C Ccnecksumy)

delay for video that conferencing , aamine, thould
oL oW D ’ (SRR

vreal-time BF flow ; multimedia vequire  cerkoin
min To be effective | elathc wse owailable -\'\A(O\Aﬂ\r\\)u\'

ew.rm)H m



Transpery Service Reguirement

application data loss throughput time sensitive?
file transfer/download  no loss elastic no
e-mail noloss elastic no
Web documents noloss elastic no

real-time audio/video

streaming audio/video
interactive games
text messaging

loss-tolerant

loss-tolerant
loss-tolerant
no loss

audio: 5Kbps-1Mbps
video:10Kbps-5Mbps
same as above
Kbps+

elastic

TCP Service Teanemission Condvol Yrotocol

yes, 10’s msec

yes, few secs
yes, 10’s msec
yes and no

- Plow convol: agrcemen’r between Sender ond receivey Sudh
Yar teceiver buffer ¢ not overwhelwmed Chandthake)

. cov\aesﬁm convol: twiotHe sender n  overwhelmed nedwwak

- veliade 4vancpet (send ) receive)

*  onwechign smP beineen

cieny  and

UDP_ Service Uger Datopyram Pcotocol

. wnreliable datrn Avowtfer

erver

* no flow cowtvel, wvwsh'm Lontvol, h‘miv\b, +hrou0‘npu+

6uamn+ee

* N0 connechyy sc'\'u?



application transport

application layer protocol protocol

file transfer/download  FTP [RFC 959] TCP

e-mail  SMTP [RFC 5321] TCP

Web documents HTTP 1.1 [RFC 7320] TCP

Internet telephony SIP [RFC 3261], RTP [RFC TCP or UDP
3550], or proprietary (Skype)

streaming audio/video ~ DASH TCP

interactive games WOW, FPS (proprietary) UDP or TCP

e Web

« Tim Bermers-lee : CERN - invented www
¢+ tollechon of vesources interconnected via \r\&\nr\\n\tg
© Webpoges consity of objects Cstured on servers)
*  Objpeds: imoge , Opplet, ouwdivo , HTML etc
© objects: bose HTML imaogs auwdio ek
© URL: uniform regouree locator ) same
URT: uniferm resource \den‘l-i(—‘ier.i

. wWww. somesite. COJ‘"‘/ E°WP"5“/ wcﬁ\(!
I LA
host name poth name

™
HITP_PROTOCOL .,,,3[

PC runnln
Firefox browser

" Application \owr ?co’mw\ bor Wb

L\Oe

. N e@ server running
client[server model Apache/ns Weo

server

@i

. H&perTex\- Trander Protocol

iPhone running
Safari browser

Defined in RFC 1945; RFC 2616



¢ cdient creates  soctkel - inttiates TCP  connectim Yo server
Cport 8o — default)

* tonnects  app and trantpert lapert en client side
server accepit TP conneckion from  client

Server oreates sotker as doorway ok conneds app and
hron<pWE \apere en Sexver Side

WITP  reguest- vespinie  medsasps e.xckawod between  browser
ond server

TeP connection closed

htt? & Stateless

+ Seyver does not vetawm  informaHom obowr post clieny
re.q,ues’rs

¢ Mare waintenance s towphex

NON-PERSISTENT HTTP PERSISTENT HTTP
l. TCP comnection opened l. TCP cownection opened
3. One object per TP conn % Mutiple objectt per conn

3. TP wnn dosed 3. TP wonn cdosed



— NON PERSISTENT

User enters URL; www.someSchool.edu/someDepartment/home.index
(base HTML file containing text, references to 10 jpeg images)

g 1a. HTTP client initiates TCP l il
connection to HTTP server www.someSchool.edu waiting for TCP

(process) at connection at port 80 “accepts”
www.someSchool.edu on port 80 connection, notifying client

2. HTTP client sends HTTP request / 3. HTTP server receives request
message (containing URL) into \ message, forms response
TCP connection socket. message containing requested
Message indicates that client object, and sends message
wants object into its socket

someDepartment/home.index

4, HTTP server closes TCP
5. HTTP client receives response / Conmetan;
message containing html file,
displays html. Parsing html file, finds
10 referenced jpeg objects

6. Steps 1-5 repeated for each of
10 jpeg objects

RIT: Res‘)onse Time
time taken for o small packer Yo trave from dient Yo
server and  back Cround rip timed

WTTP Response Time (per olbject) g 4
1
‘h) ISR initiateTCP_;
one RTY infiate TP wwnn connectnoRnTr{ >
* one RTT for HTTP req ond reguess e . .
ficgt few bytes of rec Yo veturn RTT, :}g‘ni:fit
file received —i file
* objedt) file ransmissim time
resronse v
. time ti
*"“l» ARTIT+ file Hromtmitsimy +ime e




1$5ues

* &ARTTs per obyect
08 overhead fox ench TCP (tonn
soluhign: paralleligm

—— PERSICTENT

HTTP 1)

© Server leaves conneckion open ofter swh\o respante
. °“\!‘J we RITT

Establishment

[
TCP connection { M

TCP connection FINACK

closing

client server

4 B



— HTTP

HTTP Reguest MessSane observe on  Wirethark

/arriage return character

line-feed character

roquestling (GET'%_GET /index.html HTTP/1.1\r\n

HEAD commands) Host: www-net.cs.umass.edu\r\n —> Sevver
User-Agent: Firefox/3.6.10\r\n —> browsel
Accept: text/html,application/xhtml+xml\r\n
header Accept-Language: en-us,en;g=0.5\r\n
lines | Accept-Encoding: gzip,deflate\r\n

Accept-Charset: ISO-8859-1,utf-8;q=0.7\r\n

Keep-Alive: 115\r\n —5 pevéistent foy WS Seconds
| Connection: keep-alive\r\n
carriage return, line feed — \r\n
at start of line indicates
end of header lines * Check out the online interactive exercises for more

examples: hitp:/gaia.cs.umass edukurose_rossfinteractive/

(aevenn)  Format

method |sp| URL sp| version |cr| If ﬁiiueSt
header field name value |cr|If .
Il L header
T T lines
header field name value |cr| If
cr|If
= entity body = body

HTTP specifications [RFC 1945; RFC 2616; RFC 7540]



PosST
- form inpu’r
* oody of vegmesk: user input

GET
* vser data in URL field (7 guerw)

HEAD
" vequest Loy only headere

«  Similaf Yo aei-

POt

* uploods new fle v sevver

© replaces  exishi file on server
- tonent in bo:% of veq,

WITP  Response Messaoe

StatUS'lne (pr0t0C0| -—b_‘ HTTP/]..I 200 OK\r\n
status code status phrase) Date: Sun, 26 Sep 2010 20:09:20 GMT\r\n
Server: Apache/2.0.52 (CentOS)\r\n
Last-Modified: Tue, 30 Oct 2007 17:00:02
GMT\r\n
ETag: "17dc6-a5¢c-b£f716880"\r\n
heéder Accept-Ranges: bytes\r\n
lines Content-Length: 2652\r\n
Keep-Alive: timeout=10, max=100\r\n
Connection: Keep-Alive\r\n
Content-Type: text/html; charset=IS0-8859-
1\r\n
L_\r\n
data data data data data ...

data, e.g., requested
HTML file



W (oDES

200 OK
* request succeeded, requested object later in this message
301 Moved Permanently

* requested object moved, new location specified later in this message (in
Location: field)

400 Bad Request

* request msg not understood by server
404 Not Found

* requested document not found on this server
505 HTTP Version Not Supported

HTTPS
HTTP vs HTTPS
- HTIPS - se T e =
uye !F -'_:( Insecure E

. i \./ onnection
* encrpypred  ommuniakion comnect

between browser and - Ep—
Server m! — B —
N T

©ouses TLS - drongpert layer
80,wu'H\5 — ‘vosed on dSL —
Sewure Jocket layer — to
enirypt  normal  htkp Y@4YES B 4 oiecue examplecom

& = (O @ Secure https//www.examplecom §




HTTP ve  WTTRS

- HTIP+ TLS — encrypred
©opery: 442 for dota  communicakion  (not $0)
* public-private Ley Urypro 5“"?\"3

© 8SL cerhfiente: web sevverk d'\%i\-u\ cechilicore  issued bn
micd parly CA

SSL or T\ — &8L 40 w TLE 1O

worlking of &L

= Step 1: Browser requests secure pages
(HTTPS) from a server.

= Step 2: Server sends its public key with its
SSL certificate (digitally signed by a third
party — CA).

= Step 3: On receipt of certificate, browser
verifies issuer’s digital signature. (green
padlock key)

asuymwetyic

e,nonafﬁm

= Step 4: Browser creates a symmetric key
(shared key), keeps one and gives a copy to
server. Encrypts it using server’s public key.

= Step 5: On receipt of encrypted secret key, Sefver
decrypts it using its private key and gets
browser’s secret key.



2 [ — - - — 2 —
(] » b QJE’ »
Server sends back Client checks the certificate, creates and sends
Client messages server to an encrypted an encrypted key back to the server
initiate SSL/TLS communication public key/certificate, (if the certificate is not ok, the communication fails

b E’&

Client decrypts the content
completing the SSL/TLS handshake

=
=0

Server decrypts the key and delivers
encrypted content with key to the client

— )

(0OKIES
* Piece of datm from specific website

Stored on  wuserl tomputer

L]

teep tmack of wusers

HTTP | HTTPS s Staeless

.

- ookie§ prevent inwomplele
rangachong  from ocuring

wmainkFainge stake

- Sent \05 sexvel Yo dient
rzspmse meumnc

wpy of cookie in Ab terver; tookie  stred
wowser h‘\shnr&

in



four componentks

) (okie heoder line oF WTTP respmse  messacye
9} ookie Wheader \ine n next WTTP mnvue&\- messoge

3) lokie file Lepk on usert hotk, wanoged by user's
browser

) Backend databate af  website

client ; H
e 'g server

S SA j usual HTTP request msg L Kt sarvor
——

cookiefile ,_— createsID

L;Seuta L';Er:iéésig;? 1678 for user  create backend
- : entry database
~

ebay8734
amazon 1678

— usual HTTP request msg

cookie: 1678 |, Cookie- ‘/access/
— specific

__1 usual HTTP response msg [ action /

one week later:

: : access
ebay 8734 —{ usual HTTP request msg .
amazon 1678 COOkie: 1678 cookie-

specific
:’_J usual HTTP response msg T action

v




Uses of cookies
* frocking wser's browsing Wistory
* vemewberin \oa'w\ detai\s
' shopp'\:g v

+ recommendahiinmg

WED CACHING

* Proxy Servers

Uter Lonkgures  lorowser o point- fo & web Cathe
© Browser sends all Wkp  westaner o eache
+ If odject in cache: cache returns objeck to  client

* Ele (athe vroquests objeck from evigin sevver, receives
object and returns ohject to  client

0 o
\8\“ Q
) E
client

origin
server

Prox3 server adkt as  bovh  cdient ovd  texvecr



* (adhe ‘l’&?’\m\\\a intralled bﬂ \sp

© Reduce respmie tHime for client regmest

.

CONDITIONAL GET

Reduce +roffc on intrituhon's access

linlt

Pr'\VA%: surf anonymously  CLP oddress hidden)

¢ Idea: not +o send objeck it ache has up-fo-date versin

* (ache: specify date [time. of (adied copy W HTTP request
if - modified - since: <date?

* Server: vespone contains no object i ached copy s

up—i—o-dad-e

HTTP/1.0 304 Nor Modified

client q
~

Eﬂ server

—

HTTP request msg
If-modified-since: <date>

HTTP response
HTTP/1.0
304 Not Modified

:

object
not
modified
before
<date>

HTTP request msg
If-modified-since: <date>

—

HTTP response
HTTP/1.0 200 OK
<data>

R

object
modified
after
<date>



DOMAN NAME $YSTEM

¢ DoMmawy nawme am%ned ‘o \P addrestes

Domain name  yveSoluton

- Distributed datobase implemented in hie,mrcha of many

DNS

name  servers  Civee)

Application \moer protocol: Wotts, name servers  Lomwwunicate
to recolve names

re internet funchmnm

Runs over VDP: Pcﬁ 53

hostname 4o 1P oddress trantlation

hogt q\(asin% — ho$t wachine nawmes (canonical names) may
not be ag mnemwonic
WWW . Q. emme\e.cowx — Ganonical hosk name

www. emmp\e.t.om —— alia¢ name

load distribubion : replicated web servers

Not Cevivulised

SCv\Q)e ‘;o'm*— of failure

. Teokfic.  volume

Dittant centvalised datobate

Maintenance
Sm\abi\i-\'lﬁ



DNS - Hierardnal Databoate

Root DNS Servers Y'Oo"'
.com DNS servers .org DNS servers .edu DNS servers h‘:\ l “
yahoo.com amazon.com pbs.org nyu.edu umass.edu

DNS servers DNS servers DNS servers DNS servers DNS servers  Outhoritodive

Client wants IP address for www.amazon.com; 15t approximation:
= client queries root server to find .com DNS server
= client queries .com DNS server to get amazon.com DNS server

* client queries amazon.com DNS server to get IP address for
www.amazon.com

DNS  ZONES

- Groupe Loh-\'iauous domams and Subdomaing on +he domiin
Aree

* Mulkiple DNS zone ; one for eath counhna

© Zone eeps records of who the au*kor‘dn w fo eath

Subdomain
20NE |
example.om

nyc example com

vta.&xample. com

dicn.ao ‘eoston




HIERARCHY

Root Name Servers

* ICANN : Internet Cor\)omﬁon for Rcsian@\ Nawee ond Numbers
manages  rood  ONS domain

© 13 lopieal voot name Servere  worldwide ) each terver
replicared mang  Hmee (13 organications)

Key:

0 Servers
L] 1-10 Servers
Ml 11-20 Servers
B 21+ Servers

* DNSSEC —sewu'i‘\'g

¢ tesenral fov qu\cHd‘t\’\r\%) of internet

Top -Level Domain  (TLD) Servert

* .M, ek edu, .0, .aerd, Ljokt | .en, Lk, -in,
erc  Coountvy domaing as welb)

Aubihoritative DNS Sexvers

. oréuv\iscxl'im's own ONS sevver

- mainvained by oraaniso\’riaw ox  torviee provider



Loca\ ON¢ Name Server

DN{

Not shric.\—lg bzlmgi:\é Yo \r\'uranha
tach 18P hae one (residential, univertity eke)

When host  makes ONC guery, query  sent 4o local DNS
terver  (Mickel , BSNL edo)

Has local cadhe of veent name-to- addrers pairs | out
wmay be ourdated

Atk oL o proxy Server and  Lovywardg query o
hiuare\r\%

Nawme Retoluhon

Trerared Query - tontacted Secver replisg with name  of
sexver fu  wontatk

root DNS server

requesting host at local DNS server
engineering.nyu.edu dns.nyu.edu

gaja.cs.umass.edu
s
e
authoritative DNS server
dns.cs.umass.edu



¢ Rewrsive query - purden of name fesolubign on  ovntacted
NaYWE  Sexveyr

" Heavy lood ot upper levels of h'\emrcv\n

root DNS server

N
74\
n/\n

1
. / TLD DNS server
———
B 8
requesting host at local DNS server 5 4
engineering.nyu.edu dns.nyu.edu gaia.cs.umass.edu

e

authoritative DNS server
dns.cs.umass.edu

CACKING « UPDATING DNS RECORDS

© Two hoste guery ONS server for  Same hostrame, sevmd

query served  cached wxaw'm%
¢ Cache endries +imeowr abter some +me

* TLD sevvers Wim\\b tached n  loe) name serverg 3 oot
wame  tervevs nob visked  often

* € name hast changes (P address, wady not e known

infenetr-wide  wnhl  TTLs ey.Pire

UPda-I'e] f\D‘\'iPn wedhani sms ?roPosed IETF Stondard @QFC 212¢



Distributed  datobase tforing resourre vecords CRE)

+ RR format: (name, value, tupe, L) — four twple
Y

when resource v be
—WPES removed f&om cache

1. +5pe=A
« ‘ame & hostname
« voalue & 1P oddvess
standard hosthame -+o- 1P address Mappin
* (relayl.bar.foo.com, 145.37.93.126, A)

2, %pe= CNAME
name s aling name for Some canonital (read name
. 1% M\\b
+ valwe s canonial nawme
- (ibm.com, servereast.backup2.ibm.com, CNAME)

3 Tupe = NS
name is domain (ea: €00.com)
value 18 hostname authontohive name seyver vaat

knowt 4o obtain (P oaddresces for hosts n i dowain
* (foo.com, dns.foo.com, NS)

4, '\'kA‘)C:MX
« value is canonical name of a mailterver astociated with
aling hostname name
* (example.com, mail.example.com, MX)



DNS Peotocol Mescages

© DNS Qvuera and fep\&

wmessaQes Csawme format)

2byles 2 bytes

| —identification o __—Tlags

message header:

» identification: 16 bit # for query, —{ #questions # answer RRs 12 bytes

# authority RRs | # additional RRs

replyw

= flags:
* query or reply (1-bit)

questions (variable # of questions) } Name, type fields for

* recursion desired
* recursion available

* reply is authoritative

a query
answers (variable # of RRs) } RRs in response to
query
authority (variable # of RRs) } Recorqs f.or
authoritative servers

additional info (variable # of RRs) } Additional “helpful”
info that may be used

name, type fields for a query

RRs in response to query

records for authoritative servers

additional “ helpful” info that
may be used

2 bytes 2bytes
identification flags
# questions # answer RRs
# authority RRs | # additional RRs

— questions (variable # of questions)

answers (variable # of RRs) T%PL ('A) N\X)
NS, CN AME)

- authority (variable # of RRs)

— additional info (variable # of RRs)




+ ~ dig @a.root-servers.net www.example.net

; <<>> DiG 9.10.6 <<>> @a.root-servers.net www.example.net
(2 servers found)
;1 global options: +cmd
;+ Got answer:
;s ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23449
;:» flags: gqr rd; QUERY: 1, ANSWER: ©, AUTHORITY: 13, ADDITIONAL: 27
;7 WARNING: recursion requested but not available

. OPT PSEUDOSECTION:

; EDNS: version: @, flags:: udp: 1472
;» QUESTION SECTION:
;Www.example.net.

:+ AUTHORITY SECTION:
172800
172800
172800
172800
172800
172800
172800
172800
172800
1728080
172800
172800
172800

.gtld-servers.
.gtld-servers.
.gtld-servers.
.gtld-servers.
gtld-servers.
.gtld-servers.
.gtld-servers.
.gtld-servers.
.gtld-servers.
.gtld-servers.
.gtld-servers.
.gtld-servers.
.gtld-servers.

SR aTgmam"onNnoo

ADDITIONAL SECTION:

.gtld-servers.net. 172800 192.5.6.30
.gtld-servers.net. 172800 192.33.14.30
.gtld-servers.net. 172800 192.26.92.30
.gtld-servers.net. 172800 192.31.80.30
.gtld-servers.net, 172800 192,12.94.30
.gtld-servers.net. 172800 192.35.51.30
.gtld-servers.net. 172800 192.42.93.30
.gtld-servers.net. 172800 1592.54.112.30
.gtld-servers.net. 172800 192.43.172.30
.gtld-servers.net. 172800 192.48.79.30
.gtld-servers.net. 172800 192.52.178.30
.gtld-servers.net. 172800 192.41.162.30
.gtld-servers.net, 172800 192,55.83.30
.gtld-servers.net. 172800 2001:503:a83e::
.gtld-servers.net. 172800 2001:503:231d::
.gtld-servers.net. 172800 2001:503:83eb::
.gtld-servers.net. 172800 2001:5600:856e::
.gtld-servers.net. 172800 2001:502:1cal:
.gtld-servers.net. 172800 2001:503:d414:;
.gtld-servers.net. 172800 2001:503:eea3::
.gtld-servers.net. 172800 2001:502:8cc::
.gtld-servers.net. 172800 2001:5603:39¢c1::
.gtld-servers.net, 172800 2001:502:7094: :
.gtld-servers.net. 172800 2001:503:d2d::
.gtld-servers.net. 172800 2001:500:d937::
.gtld-servers.net. 172800 2001:581:b119::

a
b
c
d
e
f
g
h
i
j
k
1
m
a
b
c
d
e
f
B
h
i
j
k
1
m

;v Query time: 115 msec

v+ SERVER: 198.41.0.4#53(198.41.0.4)
1+ WHEN: Tue Feb 16 07:84:06 UTC 2021
i3 MSG SIZE rcvd: 837




[+ ~ dig @m.gtld-servers.net www.example.net

7 <<>> DiG 9.10.6 <<>> @m.gtld-servers.net www.example.net
; (2 servers found)
;; global options: +cmd
; Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2631
; flags: qr rd; QUERY: 1, ANSWER: @, AUTHORITY: 2, ADDITIONAL: 5
; WARNING: recursion requested but not available

;3 OPT PSEUDOSECTION:
EDNS version: 0, flags:; udp: 4096
; QUESTION SECTION:
;www.example.net.

;3 AUTHORITY SECTION:
example.net. 172800 a.iana-servers.net.
example.net. 172800 b.iana-servers.net.

;; ADDITIONAL SECTION:
.iana-servers.net. 172800 199.43.135.53
.1ana-servers.net. 172800 2001:500:8f::53
.iana-servers.net. 172800 199.43.133.53
.iana-servers.net. 172800 2001:500:8d::53

;3 Query time: 110 msec

;3 SERVER: 192.55.83.30#53(192.55.83.30)
;3 WHEN: Tue Feb 16 07:08:40 UTC 2021

;3 MSG SIZE rcvd: 177

+ -~ dig @a.iana-servers.net www.example.net

; €<>> DiG 9.10.6 <<>> @a.iana-servers.net www.example.net
(2 servers found)
. global options: +cmd
;+ Got answer:
i+ ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23131
;+ flags: qr aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1
;7 WARNING: recursion requested but not available

;» OPT PSEUDOSECTION:

. EDNS: version: @, flags:; udp: 4096
:+ QUESTION SECTION:

;Www.example.net. IN

;+ ANSWER SECTION:
www.example.net. 86400 IN 93.184.216.34

i+ Query time: 233 msec

;+ SERVER: 199.43.135.53#53(199.43.135.53)
;7 WHEN: Tue Feb 16 07:10:11 UTC 2021

;7 MSG SIZE rcvd: 60




Insert RewstdS wnio DN S

Example: new startup “Network Utopia”

* register name networkuptopia.com at DNS registrar (e.g.,
Network Solutions)
« provide names, IP addresses of authoritative name server (primary and
secondary)
« registrar inserts NS, A RRs into .com TLD server:
(networkutopia.com, dns1.networkutopia.com, NS)
(dns1.networkutopia.com, 212.212.212.1, A)

= create authoritative server locally with IP address 212.212.212.1
* type A record for www.networkuptopia.com
* type MX record for networkutopia.com

peer- to-reer oPPlLication

No a\wa&s on Server

Arbitrary ond cyirems  dicecty ommuniode
. Se\(‘—sm\ab’\\i’% ) @
* More complex T

+ Peerg intermitently connecked ond
t.on(\'un'\'la d/\nvvoz \P oddrese

. es-. BitTorven) Vo\P (Skﬂye) @



Q: How much Hme 4o distribute file C(site F) from one

server
Yo n ?eers'?

u,: server upload
capacity

d;: peer i download
capacity

i -
e

u;: peer i upload
capacity

network (with abundant
bandwidth)

*  looYHenecks: accece  nerwovs

* peer up\oo\a\/ downlood Ca\)ati)u s limited vYesource

distribution +Hme: time foken o ger & wpy of file fo
all N peers

File Distriburion Time: C\ient - Server

. Server HYanEmitsigm : wmued w‘uenﬁa\\ﬁ trontmit N Lile
Lopits

. kime token for one file = Flug
time token fov N files = NEf)ug

« tlent: each client mutr downlood file copy
* dmin = Min download rore of any clent

+ min ¥ime = €/dmn



hme Yo dittribute € | Dy > max S_N_E f ‘l

Y0 N clients us Us " din
client - server apy’;%mch

Fle Distribution Time: P2P

* Secver: musk uplond ok leagt one copy  (F Jugd

* eodn cdient downlonds and wploads  file
min  client  download Hime = € Jdmin

+ diens: as ag)%fe%m{—e must download NF ite
Max upload rate C\imi’cif\a WMAK  download cate)

g t Sug

. fime fo dishibule | Dpyp 7 Mox { £ € NF }
F v N clienks

“‘ il\‘ (u+8u;)
uein& p2p upyroach



C-§ o 2P

Client (all peers) upload rate = u, F/u =1
hour, us = 10Qu, dmin = us

35
5 | |=-p2pP o
E - Client-Server
5 251
2 2
=
A 15-
£
E 17
= - sooaaoaaeaasEs
S 0.5 4 QEEE;}E—E’EH—BW

0 T T T I T

0 5 10 15 20 25 30 35
N
— Bt Torrent

© P2P file dishhibwhoen
+ Files divided into 256 o thunks
© Peert in Yorrent send and veceive file chunks

tracker: tracks peers torrent: group of peers
participating in torrent exchanging chunks of a file
Servar : ‘

'\

] / E- TCP conwection

eg

Alice arrives ... \ Hadl
... obtains|ist '\8)
of peers from tracker Pee rs

... and begins exchanging g

file chunks with peers in torrent g/g\
e

=



* New peer \‘pinina forrent: has no chunkg but Occumulates
overy +Hime

* Regierert with tmiker +o ger \isk of peers, tonneckt fo
subser of peers (neighloours)

* While downloaading, peer also uploadt to other peers

* Unurn: peers  Chanpe ne\&bowx for exchange
Once peer has File “entirely, it may leave oY remain

in torrent

Reguesti ng Chunkg

M any kime, different peere have oifferent Subsers of
file Chunks

* Periodically, one peer ogke every other peer for the lisk of
daunis ’d«ed have Cne'\a\nhours)

* Reguerts for miu'\r\ﬁ onunks Cracest fired

Sending  Chunks: kit - foy-tat

* Ong peer sends daunks to four peers turvently Sending
thunks Yo said peer ot hiskeﬂ rate

+ O¥her peers O choked Cdo not veceive Chunke From
tond pcer)

« Top k reevaluated every 10 setonds

. Rano\om\ﬁ selett  another peer tvery 20 tecondt  and
starts se,w;\ina dhunks o it



(1) Alice “optimistically unchokes” Bob
(2) Alice becomes one of Bob’s top-four providers; Bob reciprocates
(3) Bob becomes one of Alice’s top-four providers

higher upload rate: find
better trading partners, get

'g file faster !

SOCKET PROGRAMMING]

* TeP and ULDP

* Socket: door between application process and end-to-end
frawtport pro\-ocol

«  Qient-server aw\imﬁons Yt lommunicate usina sovets

* Procecs to procest communication

application socket dppikation controlled by
\\. app developer
o
natwork controlled
q Internet <A
s



Socket tyres

* UDP: unveliable o\a\-uomm
+ TCP: veliable, byte-stream oriented

SOCKET PROGRAMMING wu  UDP

No ‘conmection’ between cliewt and Sexver (no handchake)

Sender 21?\\'6\“\6 oYradhes P destinalewn address and
Poﬂ— number 4o W"ﬁ ?acu’r

Receiver exivacte tender P addrese and port number
from received packet

Dato.  maygbe lost or received our of order

Server (running on serverlP) client .g

create socket:
clientSocket =

socket(AF_INET,SOCK_DGRAM)

create socket, port= x:
serverSocket =

socket(AF_INET,SOCK_DGRAM)
Create datagram with server IP and

read datagram from clientSocket

serverSocket
write relply to
serverSocket \» read datagram from
specifying clientSocket
client address,
port number close

clientSocket



P}j-\'\r\on LDPlient

from socket import

serverName = 'localhost’

serverPort = 12000

clientSocket = socket(AF_INET, SOCK_DGRAM)

message = raw_input('Input lowercase sentence: ')
clientSocket.sendto(message, (serverName, serverPort))
modifiedMessage, serverAddress = clientSocket.recvfrom(2048)

print modifiedMessage
clientSocket.close()

Puthon O DPServer

from socket import *

serverPort = 12000
serverSocket = socket(AF_INET, SOCK_DGRAM)

serverSocket.bind(('', serverPort))
print "The server is ready to receive"

while 1:
message, clientAddress = serverSocket.recvfrom(2048)
modifiedMessage = message.upper()
serverSocket.sendto(modifiedMessage, clientAddress)




Qient- server wandshake

{erver must be runniv\a ard mwt have a  socket inat
weltomeg  client's  contact

Clientr contocts sevver:

- (reare TCP socket CIP oddvess, pork no. of sevver process)
- Cient Tcp establishes onnechon Yo Server TCP

Server TCP creates new socketr (different from welcome
socke}) for server process 4o ommuniwte Wit ol
Paﬂr;cu\\ar client

Allows sevver v communicate  wWith wm\\—i?\e chienks
(new Socket+ Hfor each cdient)

Souvee \)oﬂ— Nnumbere wsed +o  distinomich clienys Celient

doet not pick port numher at sewder’s s\'o\e;w{'omﬁcaﬂn
assiav\eo\ by 05)

Relioble , byte-sieam 4rancfer Cpiped

== [

Client process Server process

\
Welcoming |

\ v:\*\‘ socket
| to
‘ s |

/
Client M__.itw(._:q..o Connection |
socket socket



—— lient o
Server (running on hostid) clien -

<4

create socket,

port=x, forincoming
request:

serverSocket = socket()

wait forincoming TCP create socket,
connectionrequest e == w= == w= == = =p connectto hostid, port=x
connectionSocket= CONNECHION SEIUP  ¢jiantsocket= socket()
serverSocket.accept()

— l send request using
read requestfrom / clientSocket
connectionSocket
write reply to
connectionSocket \ read reply from

clientSocket

close l

connectionSocket close l
clientSocket

?&%on TCPlient

from socket import x

serverName = 'localhost'
serverPort = 12000

clientSocket = socket(AF_INET,(E?EE;EEEEEQED
clientSocket.connect((serverName, serverPort))
sentence = raw_input('Input lowercase sentence: ')
clientSocket.send(sentence)

modifiedSentence = clientSocket.recv(1024)

print 'From Server: ', modifiedSentence
clientSocket.close()




Puthon TCPServer

from socket import x

serverPort = 12000

serverSocket = socket(AF_INET,SOCK_STREAM)
serverSocket.bind(('',serverPort))
serverSocket. listen(1)

print 'The server is ready to receive'

while 1:
connectionSocket, addr = serverSocket.accept()
sentence = connectionSocket.recv(1024)
capitalizedSentence = sentence.upper()
connectionSocket.send(capitalizedSentence)
connectionSocket.close()

OYWEY QPPLICALION - Layer P(O40 LoLS

© exchange large files on intermet TCP
©invok fromn cvd oy i
allows 4o (delete, rename, move | copy) files ot a server
dato, onnechon- pwt 20
wwyol connethon - Poﬂ— 2]
Lontvol

random 1 Port
port 1

L
random _— Port =§§=!§

port 2




. Simple Mail TromsPer Protoeco)  (SMTP)

email  dronemission
counections Secured wivh SSL CSeture Socket wuatf‘)

mestages stored ond aen fovwacded o destinaton C(relavp
§MTP — port as of TCP

Bob's user
agent

Alice's user
agent

Bob's
Mail
Server
(gmail)

3. Dnnam'\c Hos¥ Con@iﬁumh'(m Pcotocol (DHCP)

assign \P addresses to computers A network
d}gﬂaw\im\llo

»\P addvetses can dnsg even when hwosts Ore N network
CDH(P leased

* DHLP sevver: port 67
DH(P  client: port 68

+  Uient-server wodel
Bosed on discovery, offer, request, Atk

- Suonet mask, DNS server oudvers | defawlt gateway

1
)

HHEHEE
CHHEEEE

LY

DHCP Server

DHCP Client

Dynamie Host
Configuration Protocol



exthange  manaoement information between network
olevices

basic component and functionalities

- SNMP Manoger

- N\uvw:)ed Devices

- SNMP Agents

- MB CMana%emen\— Tnformaton RBase)

SNMP MANAGER mas) Network Mana.ﬁer
TRAP / INFORM LISTENER Sﬁ“’@m

MANAGEMENT DEFINITIONS

MANAGED DEVICE

@ == T =4

Server Rorser Swatch Deskiop

Management Maragement
Defnitions Def

Management Management
Datnbase Oatabase

SNMP AGENT

ommunicatye  With @mote device

wsed by network adming o  occess o\e,v\'ces/wmvw.ﬁe
aevices

© Telnet client § telnetr gerver

Telnet: ?or-l- 23

SSH : public [private encruption @ TLP perk 22



Telnet Client

B
—

‘
Telnet Protocol e

Telnet Server (telnetd)

"Username”
"Password"

1. Server authentication: Server proves its identity to the client

- . =

B

m =

<

%&}

1. User authentication: Client proves user's identity to the server

< 7 gl | (28]

SSH Server

SUMMARY of APPLICATION LAYER PROTOCOLS
Application
Port # Layer Type Description
Protocol

20 FTP TCP File Transfer Protocol - data
21 FTP TCP File Transfer Protocol - control
22 SSH TCP/UDP | Secure Shell for secure login
23 Telnet TCP Unencrypted login
25 SMTP TCpP Simple Mail Transfer Protocol
53 DNS TCP/UDP | Domain Name Server
67/68 | DHCP uppP Dynamic Host
80 HTTP TCP HyperText Transfer Protocol
123 NTP UDP Network Time Protocol
161,162 | SNMP TCP/UDP | Simple Network Management Protocol
389 LDAP TCP/UDP | Lightweight Directory Authentication Protocol
443 HTTPS TCP/UDP | HTTP with Secure Socket Layer




